(b) (6), (b) (7)(C)

From: OIONOIGI®)

Sent: Friday, April 07, 2017 4:36 PM

To: (b) (6). (b) (7)(C)

Subject: RE: Urgent question from a reporter

Someone doesn't know what to say

(b) (6), (b) (7)(C)

Public Affairs Specialist
US Customs and Border Protection

From: [(QIONQOIYI®)

Sent: Friday, April 07, 2017 4:24:16 PM

To: [ORIONOIU(®)

Subject: FW: Urgent question from a reporter

Is this a new strategy: “CBP declines to comment.”
(b) (6), (b) (7)(C)

Public Affairs Officer

U.S. Customs and Border Protection

Office [DICHBIVI®): mobile QEQNOIGI®)
Follow me onTwitter @CBPMidAtlantic

From: [(QIONOIYI®

Sent: Friday, April 07, 2017 5:06 PM

To: (b) (6), (b) (7)(C)

Subject: RE: Urgent question from a reporter

“CBP declines to comment.”

Department of Homeland Security
U.S. Customs and Border Protection
Office of Public Affairs / Media Division

From: RIGAQIUE®

Sent: Friday, April 07, 2017 5:03:21 PM
To: CBP Media Relations
Subject: Urgent question from a reporter

Hello—is CBP planning to respond to Senator Wyden’s request for a review of the summons sent to Twitter re:
anonymous user @ALT USCIS?
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Thank you,
(b) (6), (b) (7)(C)

Technology Reporter @ The Intercept

(b) (6), (b) (7)(C)

661
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(b) (6), (b) (7)(C)




(b) (6), (b) (7)(C)

From: (b) (6), (b) (7)(C)

Sent: Friday, April 07, 2017 3:15 PM
To: (b) (6), (0) (7)(C)

Subject: FW: Urgent - "ALT_Account" case
fyi

Deputy Associate Chief Counsel
(Enforcement & Operations)

Office of Chief Counsel

U.S. Customs and Border Protection

(b) (6), (6) (7)(C)
(b) (6), (b) (1)(C)

This document, and any attachment(s), may contain information which is law enforcement sensitive, attorney-client privileged,
attorney work-product, or U.S. Government information. It is not for release, review, retransmission, dissemination or use by
anyone other than the intended recipient. Please consult with the CBP Office of Chief Counsel before disclosing any information
contained in this message or any attachment(s).

From (b) (6)1 (b) (7) (C)
Sent: Friday, April 07, 2017 3:29 PM
To: Maher, Joseph <

Cc: FALK, SCOTT K (OCC)

HIGHSMITH, ANNMARIE (OCC)

courev, marc sennerT (oco) NI

Subject: RE: Urgent - "ALT_Account" case

(0) (5)

Hello:

(b) (), (b) (7)(C)
(b) (6), (b) (7)(C)

Deputy Associate Chief Counsel
(Enforcement & Operations)
Office of Chief Counsel
U.S. Customs and Border Protection
(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)
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This document, and any attachment(s), may contain information which is law enforcement sensitive, attorney-client privileged,
attorney work-product, or U.S. Government information. It is not for release, review, retransmission, dissemination or use by
anyone other than the intended recipient. Please consult with the CBP Office of Chief Counsel before disclosing any information

contained in this message or any attachment(s).

From: Maher, Joseph
Sent: Friday, April 07, 2017 1:08 PM
To: COUREY, MARC BENNETT (OCC)

Cc: FUNN, ERICK K (O
(b) (6), (b) (7)(C) FALK, SCOTT K (OCC) <

(b) (6), (b) (7)(C)

HIGHSMITH, ANNMARIE (OCC)

Subject: RE: Urgent - "ALT_Account" case

Looks good, thanks Bennett.

From: COUREY, MARC BENNETT (OCC)

Sent: Friday, April 07, 2017 12:59:21 PM

To: Maher, Joseph;

Cc: FUNN, ERICK K (OPR);
(b) (6), (b) (1)(C)

Subject: RE: Urgent - "ALT_Account” case

b) (5), (b) (6), (b) (7)(C)

FALK, SCOTT K (OCC); HIGHSMITH, ANNMARIE (OCC);

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
7 (QICHOIGIS) (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: Maher, Joseph
Sent: Friday, April 7, 2017 11:30 AM
To: COUREY, MARC BENNETT (OCC)

Cc: FUNN, ERICK K (OPR) <

(b) (6), (b) (7)(C)

HIGHSMITH, ANNMARIE (OCC)

(b) (6), (b) (/)(C)

(b) (6), (b) (7)(C)

Subject: RE: Urgent - "ALT_Account" case

Thanks very much, Bennett.
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From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 7, 2017 11:21 AM

(b) (6). (b) (7)(C)

Maher, Joseph

HIGHSMITH, ANNMARIE (OCC)

Subject: RE: Urgent - "ALT_Account" case

Cc: FUNN, ERICK K (OPR)

FALK, SCOTT K (OCC)

Please do not hesitate to call to discuss. Thanks

again.

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
gi(0) (6), (b) (7)(C)e (D) (6). () (N(C) (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: COUREY, MARC BENNETT (OCC)
Sent: Thursday, April 06, 2017 8:14:38 PM

To:
Cc: FUNN, ERICK K (OPR); Maher, Joseph;

ANNMARIE (OCC);
Subject: RE: Urgent - "ALT_Account" case

Thank you, (b) (5), (b) (6), (b) (7)(C) I'm available to discuss any time.

WIONOIV((®)
CBP Associate Chief Counsel (Enforcement and Operations
11®) ). (0) (HCOe) 6). B) (NN (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

] (b) (6), (b) (7)(C)

Sent: Thursday, April 06, 2017 8:08:06 PM

To:
Cc: COUREY, MARC BENNETT (OCC); FUNN, ERICK K (OPR)

Subject: FW: Urgent - "ALT_Account” case

FALK, SCOTT K (OCC); HIGHSMITH,

WIC)

(b) (6). (b) (V)(C)

From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 07, 2017 1:00:51 AM
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To: FUNN, ERICK K (OPR);

Cc: KARISCH, RODOLFO; FALK, SCOTT K (0CC); HIGHSMITH, ANNMARIE (ocC); [(BISHEINISINNEEEE
Subject: RE: Urgent - "ALT_Account" case

0) (3), (b) (6), (b) (7)(C

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
il ©. ©) OCWDb) 6), 0) (O] (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: COUREY, MARC BENNETT (OCC)
Sent: Thursday, April 06, 2017 7:51 PM
To: FUNN, ERICK K (OPR) 4
Cc: KARISCH, RODOLFO <
HIGHSMITH, ANNMARIE (OCC)

(b) (6), (b) (7)(C)

Subject: RE: Urgent - "ALT_Account" case

FALK, SCOTT K (OCC) (b) (6), (b) (7)(C)

Feel free to call my cell to discuss. Thanks.

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
0 ©). (b) NOR®) ©). ©) O (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: FUNN, ERICK K (OPR)
Sent: Thursday, April 06, 2017 7:47 PM
To: (b) (6), (b) (7)(C)

Cc: KARISCH, RODOLFO

COUREY, MARC BENNETT (OCC)

Subject: RE: Urgent - "ALT_Account" case

(b) (5)

From: (b) (6)1 (b) (7)(C)

Sent: Thursday, April 06, 2017 7:40:55 PM

To: FUNN, ERICK K (OPR)

Cc: KARISCH, RODOLFO; COUREY, MARC BENNETT (OCC)
Subject: Urgent - "ALT_Account" case

Erick-

(0) (5), (b) (6), (b) (7)(C)
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(b) (5), (b) (6), (D) (7)(C)




(b) (6), (b) (7)(C)

From: (b) (6), (b) (7)(C)

Sent: Friday, April 07, 2017 1:11 PM
To: FUNN, ERICK K (OPR)

Subject: RE: Urgent - "ALT_Account" case

Thanks, Erick. It was a pleasure working with you and your staff -- as Bennett said, feel free to reach out any
time if you need our assistance.

From: FUNN, ERICK K (OPR)
Sent: Friday, April 07, 2017 7:07:27 PM

To: (b) (6), (b) (7)(C)

Subject: FW: Urgent - "ALT_Account" case

Thank you very much for your help. | really appreciate your sage counsel and calm approach.

Erick

From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 7, 2017 2:05 PM

To: FUNN, ERICK K (OPR) 4
Cc:

(b) (6), (b) (7)(C)
Subject: RE: Urgent - "ALT_Account" case

(b) (3). (b) (6), (b) (7)(C)

Absolutely happy to help you guys any time.

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
TOIGHOIVI® c PICKOIVIE® (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: FUNN, ERICK K (OPR)

Sent: Friday, April 07, 2017 1:12:57 PM
To: COUREY, MARC BENNETT (OCC)
Subject: RE: Urgent - "ALT_Account" case

Bennett

—

Erick
From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 7, 2017 12:59 PM
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To: Maher, Joseph 4

Cc: FUNN, ERICK K (OPR)
HIGHSMITH, ANNMARIE (OCC)

FALK, SCOTT K (OCC)

Subject: RE: Urgent - "ALT_Account" case

b) (5), (b) (6), (b) (7)(C)

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
(o) (6), (b) (7)(C)E&(b) (6), (b) (1)(C)] (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: Maher, Joseph
Sent: Friday, April 7, 2017 11:30 AM
To: COUREY, MARC BENNETT (OCC)

Cc: FUNN, ERICK K (OPR)

HIGHSMITH, ANNMARIE (OCC)

FALK, SCOTT K (OCC)

Subject: RE: Urgent - "ALT_Account" case

Thanks very much, Bennett.

From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 7, 2017 11:21 AM

(b) (6), (b) (/)(C)

Maher, Joseph

HIGHSMITH, ANNMARIE (OCC) <

Subject: RE: Urgent - "ALT_Account" case

Cc: FUNN, ERICK K (OPR)

FALK, SCOTT K (OCC)

Please do not hesitate to call to discuss. Thanks

again.

Bennett Courey

11
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CBP Associate Chief Counsel (Enforcement and Operations)

ql(©) (6), (0) (7)(C)EeY(0) (6), (b) (7)(C) (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: COUREY, MARC BENNETT (OCC)

Sent: Thursday, April 06, 2017 8:14:38 PM
To:
Cc: FUNN, ERICK K (OPR); Maher, Joseph; FALK, SCOTT K (OCC); HIGHSMITH,
ANNMARIE (OCC);
Subject: RE: Urgent - "ALT_Account" case

Thank you (b) (5), (b) (6), (b) (7)(C) I'm available to discuss any time.

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
i(©) (6), (b) (7)C)IA®) 6). ®) M) (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: (b) (6), (b) (7)(C)

Sent: Thursday, April 06, 2017 8:08:06 PM

To:

Cc: COUREY, MARC BENNETT (OCC); FUNN, ERICK K (OPR)
Subject: FW: Urgent - "ALT_Account” case

(b) (6), () (7)(C)
(b) (6), (b) (7)(C)

From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 07, 2017 1:00:51 AM
To: FUNN, ERICK K (OPR);

Cc: KARISCH, RODOLFO; FALK, SCOTT K (OCC); HIGHSMITH, ANNMARIE (ocC); [(BISHDINISINNNEEE
Subject: RE: Urgent - "ALT_Account" case

0) (5), (b) (6), (b) (7)(C)

Bennett Courey
CBRA iate Chief Counsel (Enforcement and Operations

8 () (6). (0) (V)C)IH®) ©6). &) (NC)] () (), (b) (7)(C)
** Attorney Work Product / Attorney-Client Privileged **

From: COUREY, MARC BENNETT (OCC)
Sent: Thursday, April 06, 2017 7:51 PM
To: FUNN, ERICK K (OPR)
Cc: KARISCH, RODOLFO
HIGHSMITH, ANNMARIE (OCC)

FALK, SCOTT K (OCC) (b) (6), (b) (7)(C)

12
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(b) (6), (b) (7)(C)

Subject: RE: Urgent - "ALT_Account" case

Feel free to call my cell to discuss. Thanks.

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
B0 6. (b) HCPED) 6). ® (O] (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: FUNN, ERICK K (OPR)

Sent: Thursday, April 06, 2017 7:47 PM

To:

Cc: KARISCH, RODOLFO
(b) (6), (B) (/)(C)

Subject: RE: Urgent - "ALT_Account" case

COUREY, MARC BENNETT (OCC)

(b) (5)

From: (b) (6), (b) (7)(C)

Sent: Thursday, April 06, 2017 7:40:55 PM
To: FUNN, ERICK K (OPR)

Cc: KARISCH, RODOLFO; COUREY, MARC BENNETT (OCC)
Subject: Urgent - "ALT_Account"” case

Erick-

(b) (5), (b) (6), (b) (7)(C)

(b) (6). (b) (7)(C)

13
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From: Mabher, Joseph

Sent: Friday, April 07, 2017 3:11 PM
To: (b) (6)’ (b) (7)(C)

Subject: RE: Urgent - "ALT_Account" case

Ok, thanks.

() (6), (b) (7)(C)

Sent: Friday, April 7, 2017 3:47 PM
To: Maher, Joseph

Subject: RE: Urgent - "ALT_Account" case

(0) (5)

(b) (6), (b) (7)(C)
Deputy Associate Chief Counsel
(Enforcement & Operations)

Office of Chief Counsel

U.S. Customs and Border Protection
(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

This document, and any attachment(s), may contain information which is law enforcement sensitive, attorney-client privileged,
attorney work-product, or U.S. Government information. It is not for release, review, retransmission, dissemination or use by
anyone other than the intended recipient. Please consult with the CBP Office of Chief Counsel before disclosing any information
contained in this message or any attachment(s).

From: Maher, Joseph
Sent: Friday, April 07, 2017 3:35 PM
To (b) (6), (b) (7)(C)

Cc: FALK, SCOTT K (OCC)

HIGHSMITH, ANNMARIE (OCC)

CouReY, Manc sennerT (occ) [N

Subject: RE: Urgent - "ALT_Account" case

Thanks for your work on this (b) (6), (b) (7)(C)

From: (b) (6), (b) (7)(C)

Sent: Friday, April 07, 2017 3:29:06 PM

To: Maher, Joseph

Cc: FALK, SCOTT K (OCC); HIGHSMITH, ANNMARIE (OCC); COUREY, MARC BENNETT (OCC)
Subject: RE: Urgent - "ALT_Account" case

Hello:
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(0) (5)

(b) (6), (b) (V)(C)

(b) (6), (b) (7)(C)

Deputy Associate Chief Counsel
(Enforcement & Operations)

Office of Chief Counsel

U.S. Customs and Border Protection

(b) (6), (b) (7)(C)

(b) (6), (0) (7)(C)

This document, and any attachment(s), may contain information which is law enforcement sensitive, attorney-client privileged,
attorney work-product, or U.S. Government information. It is not for release, review, retransmission, dissemination or use by
anyone other than the intended recipient. Please consult with the CBP Office of Chief Counsel before disclosing any information
contained in this message or any attachment(s).

From: Maher, Joseph
Sent: Friday, April 07, 2017 1:08 PM
To: COUREY, MARC BENNETT (OCC)

Cc: FUNN, ERICK K (OPR)
FALK, SCOTT K (OCC) <SCOTT.K.FALK@CBP.DHS.GOV>; HIGHSMITH, ANNMARIE (OCC)

Subject: RE: Urgent - "ALT_Account" case

Looks good, thanks Bennett.

From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 07, 2017 12:59:21 PM
To: Maher, Joseph;
Cc: FUNN. ERICK K (OPR):

(b) (6), (b) (/L)

FALK, scoTT K (occ); IO IONOIN(®)]

Subject: RE: Urgent - "ALT_Account" case

(b) (5), (b) (6), (b) (7)(C
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(b) (5), (b) (6). (b) (7)(C)

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
) ). (0) (CH ) 6). ) O] (b) (6), (b) (7)(C)
** Attorney Work Product / Attorney-Client Privileged **

From: Maher, Joseph
Sent: Friday, April 7, 2017 11:30 AM
To: COUREY, MARC BENNETT (OCC)

Cc: FUNN, ERICK K (OPR)

HIGHSMITH, ANNMARIE (OCC)

FALK, SCOTT K (OCC)

Subject: RE: Urgent - "ALT_Account" case

Thanks very much, Bennett.

From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 7, 2017 11:21 AM

(b) (6), (b) (/)(C)

Maher, Joseph

HIGHSMITH, ANNMARIE (OCC)

Subject: RE: Urgent - "ALT_Account" case

Cc: FUNN, ERICK K (OPR)

FALK, SCOTT K (OCC)

Please do not hesitate to call to discuss. Thanks

again.

Bennett Courey
CBP Associate Chief Counsel (Enforcement and Operations
0 6). (b) (NCOY®) 6), &) MO ~ (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: COUREY, MARC BENNETT (OCC)
Sent: Thursday, April 06, 2017 8:14:38 PM
To: (b) (6), (b) (7)(C)
Cc: FUNN, ERICK K (OPR); Maher, Joseph;
ANNMARIE (OCC);
Subject: RE: Urgent - "ALT_Account" case

Thank you, (b) (5), (b) (6), (b) (7)(C) I'm available to discuss any time.

Bennett Courey
CBP Associate Chief Counsel (Enforcement and Operations)

FALK, SCOTT K (OCC); HIGHSMITH,

8
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TRICKRIUE®) c QICHOIVIE IOIGKOIVIG)

** Attorney Work Product / Attorney-Client Privileged **

(b) (6), (b) (7)(C)

Sent: Thursday. April 06, 2017 8:08:06 PM

To JOIONOIGI(®)

Cc: COUREY, MARC BENNETT (OCC); FUNN, ERICK K (OPR)
Subject: FW: Urgent - "ALT_Account” case

(b) (6), (b) (7)(C)

(b) (5)

From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 07, 2017 1:00:51 AM
To: FUNN, ERICK K (OPR);

Cc: KARISCH, RODOLFO; FALK, SCOTT K (0CC); HIGHSMITH, ANNMARIE (OcC); [(BISHEDINISINNNEEE
Subject: RE: Urgent - "ALT_Account" case

(0) (5), (b) (6), (b) (7)(C)

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
B0) 6). (b) ()C® ©6). &) NCY (b) (6), (b) (7)(C)
** Attorney Work Product / Attorney-Client Privileged **

From: COUREY, MARC BENNETT (OCC)
Sent: Thursday, April 06, 2017 7:51 PM
To: FUNN, ERICK K (OPR)
Cc: KARISCH, RODOLFO
HIGHSMITH, ANNMARIE (OCC)

FALK, SCOTT K (OCC) (b) (6), (b) (7)(C)

Subject: RE: Urgent - "ALT_Account" case

Feel free to call my cell to discuss. Thanks.
Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
) ©6). (0) (COR) 6). &) O (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: FUNN, ERICK K (OPR)
Sent: Thursday, April 06, 2017 7:47 PM

To:
Cc: KARISCH, RODOLFO COUREY, MARC BENNETT (OCC)

9
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(b) (6), (b) (7)(C)

Subject: RE: Urgent - "ALT_Account" case

(b) (5)

s (b) (6), (b) (7)(C)
Sent: Thursday, April 06, 2017 7:40:55 PM

To: FUNN, ERICK K (OPR)

Cc: KARISCH, RODOLFO; COUREY, MARC BENNETT (OCC)
Subject: Urgent - "ALT_Account" case

Erick-

(0) (5), (b) (6), (b) (7)(C)

(b) (6). (b) (7)(C)

10
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(b) (6), (b) (7)(C)

From: (b) (6)1 (b) (7)(C)

Sent: Friday, April 07, 2017 3:00 PM
To: FUNN, ERICK K (OPR)
Subject: RE: Urgent - "ALT_Account" case

Please disregard below MMM Thanks. Have a good weekend. (6)’ (b) (7)(C)
(b) (6), (b) (7)(C)

Deputy Associate Chief Counsel
(Enforcement & Operations)

Office of Chief Counsel

U.S. Customs and Border Protection

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

This document, and any attachment(s), may contain information which is law enforcement sensitive, attorney-client privileged,
attorney work-product, or U.S. Government information. It is not for release, review, retransmission, dissemination or use by
anyone other than the intended recipient. Please consult with the CBP Office of Chief Counsel before disclosing any information
contained in this message or any attachment(s).

From: (b) (6), (b) (7)(C)

Sent: Friday, April 07, 2017 2:26 PM

ro: N, Enick « o7+ R

Subject: RE: Urgent - "ALT_Account" case

Hi, can you give me a quick call when you get a chance? Thanks.

(b) (6), (b) (7)(C)

Deputy Associate Chief Counsel
(Enforcement & Operations)

Office of Chief Counsel

U.S. Customs and Border Protection

(©) (6), (0) (7)(C)
(b) (6), (b) (7)(C)

This document, and any attachment(s), may contain information which is law enforcement sensitive, attorney-client privileged,
attorney work-product, or U.S. Government information. It is not for release, review, retransmission, dissemination or use by
anyone other than the intended recipient. Please consult with the CBP Office of Chief Counsel before disclosing any information
contained in this message or any attachment(s).

From: FUNN, ERICK K (OPR)
Sent: Friday, April 07, 2017 2:07 PM

To: (b) (6). (b) (7)(C)

Subject: FW: Urgent - "ALT_Account" case
Thank you very much for your help. | really appreciate your sage counsel and calm approach.

Erick
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From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 7, 2017 2:05 PM

To: FUNN, ERICK K (OPR)—
(0) (6), (D) (/)(L)

Subject: RE: Urgent - "ALT_Account" case

(b) (5). (0) (6), (b) (7)(C)

Absolutely happy to help you guys any time.

hief Counsel (Enforcement and Operations
D) 6). (0) (NCN (b) (6), (b) (7)(C)

ASS0CIAIE0
M (5) (6). (b) (7)(C)
** Attorney Work Product / Attorney-Client Privileged **

Bennett Courey
CBR A i

From: FUNN, ERICK K (OPR)

Sent: Friday, April 07, 2017 1:12:57 PM
To: COUREY, MARC BENNETT (OCC)
Subject: RE: Urgent - "ALT_Account" case

Bennett

—

Erick

From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 7, 2017 12:59 PM
To: Maher, Joseph

Cc: FUNN, ERICK K (OPR)

HIGHSMITH, ANNMARIE (OCC)

FALK, SCOTT K (OCC)

Subject: RE: Urgent - "ALT_Account" case

(b) (5), (b) (6), (b) (7)(C)

Bennett Courey
CBP.A iate Chief Counsel (Enforcement and Operations
B80) ). ©) (NC)RIO) ). &) (OO (b) (6), (b) (7)(C)
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** Attorney Work Product / Attorney-Client Privileged **

From: Maher, Joseph
Sent: Friday, April 7, 2017 11:30 AM
To: COUREY, MARC BENNETT (OCC)

Cc: FUNN, ERICK K (OPR)

HIGHSMITH, ANNMARIE (OCC)

ALK, SCOTT K (OCC)

Subject: RE: Urgent - "ALT_Account" case

Thanks very much, Bennett.

From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 7, 2017 11:21 AM

(b) (6). (b) (7)(C)

Maher, Joseph

HIGHSMITH, ANNMARIE (OCC) 4

Subject: RE: Urgent - "ALT_Account" case

Cc: FUNN, ERICK K (OPR)

FALK, SCOTT K (OCC)

Please do not hesitate to call to discuss. Thanks
again.

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
21b) (6). (b) (7)ORAD) 6). ) (NCN (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: COUREY, MARC BENNETT (OCC)

Sent: Thursday, April 06, 2017 8:14:38 PM
To:
Cc: FUNN, ERICK K (OPR); Maher, Joseph;
ANNMARIE (OCC);
Subject: RE: Urgent - "ALT_Account" case

Thank you, (b) (5), (b) (6), (b) (7)(C) I'm available to discuss any time.

Bennett Courey
CBP Associate Chief Counsel (Enforcement and Operations

) (). (0) (NCPHA® ©). ©) NOR (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

aead (b) (6), (b) (7)(C)

Sent: Thursday, April 06, 2017 8:08:06 PM

FALK, SCOTT K (OCC); HIGHSMITH,

CBP FOIA 001177



To:
Cc: COUREY, MARC BENNETT (OCC); FUNN, ERICK K (OPR)
Subject: FW: Urgent - "ALT_Account" case

(b) (5)

From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 07, 2017 1:00:51 AM

To: FUNN, ERICK K (OPR); [DISHDINISINNE
Cc: (b) (ONOXBIGN ALK, SCOTT K (0CC); HIGHSMITH, ANNMARIE (ocC); DI

Subject: RE: Urgent - "ALT_Account" case

0) (5), (b) (6), (b) (7)(C)

Bennett Courey
CBP Associate Chief Counsel (Enforcement and Operations

B0) (6), (b) (HC)PYd) 6). &) NOR  (b) (6), (b) (7)(C)
** Attorney Work Product / Attorney-Client Privileged **

From: COUREY, MARC BENNETT (OCC)
Sent: Thursday, April 06, 2017 7:51 PM
To: FUNN, ERICK K (OPR)
Cc: KARISCH, RODOLFO
HIGHSMITH, ANNMARIE (OCC)
<LESLEYANNE.KESSLER@CBP.DHS.GOV>

Subject: RE: Urgent - "ALT_Account" case

FALK, SCOTT K (OCC

Feel free to call my cell to discuss. Thanks.

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
) ©). () DCIAb) 6). & (C] (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: FUNN, ERICK K (OPR)

Sent: Thursday, April 06, 2017 7:47 PM

To:

Cc: KARISCH, RODOLFO COUREY, MARC BENNETT (OCC)
(b) (6), (b) (/)(C)

Subject: RE: Urgent - "ALT_Account" case

(b) (5)

CBP FOIA 001178



From: (b) (6), (b) (7)(C)

Sent: Thursday, April 06, 2017 7:40:55 PM

To: FUNN, ERICK K (OPR)

Cc: KARISCH, RODOLFO; COUREY, MARC BENNETT (OCC)
Subject: Urgent - "ALT_Account" case

Erick-

(b) (5), (b) (6), (b) (7)(C)

(b) (6). (b) (7)(C)

10
CBP FOIA 001179



(b) (6), (b) (7)(C)

From: FUNN, ERICK K (OPR)

Sent: Friday, April 07, 2017 12:16 PM
To: KARISCH, RODOLFO

Cc:

Subject: FW: Urgent - "ALT_Account" case
AC

OIG acknowledged receipt of the summary and documents. (6) (6), (b) (7)(0) preparing a CD of all the related
documents to send to the OIG.

Erick

From (b) (6)’ (b) (7)(C)

Sent: Friday, April 7, 2017 12:53 PM

Subject: RE: Urgent - "ALT_Account" case
Erick,

Thanks for the quick turnaround.

(b) (6), (b) (7)(C)
From: FUNN, ERICK K (OPR)

Sent: Friday, April 07, 2017 12:17 PM
ik (0) (6), (b) (7)(C)

Subject: RE: Urgent - "ALT_Account” case

(b) (6), (b) (7)(C)

Attached are several documents which should be what you need. The executive summary is a good place to
start as it captures OPR’s involvement and actions in the case. The other documents are listed below. Will get
with (b) (6), (b) (7)(C) to ensure you get all of the case related documents. We will burn them
onto a CD and deliver them to you.

Executive Summary

First email dump from @alt_uscis — 1 — 50

@alt_uscis screenshots

Twitter lawsuit

Copy of faxed Twitter summons

Email from CBP Chief of Staff to AC Rudy Karisch initiating the investigation.

SurwNdE

Erick

i (0) (6). (b) (7)(C)

Sent: Friday, April 7, 2017 9:49 AM

15
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ro: N, enick « P+ RN

Subject: FW: Urgent - "ALT_Account" case

Good Morning Erick,

Would you provide an estimate with regard to when we can have a case report on this investigation. Please
include all investigative reports. We want to know what investigative steps have been taken and what
information (including classifications) was posted to the Twitter account which ultimately lead OPR to issue
this summons.

Thanks,

(b) (6), (b) (7)(C)

Department of Homeland Security
Office of Inspector General
Washington, D.C.

Py e (o) (6), (b) (7)(C)
Cellulax{(VIONOINI(®)

S (b) (6), (b) (7)(C)

Sent: Thursday, April 06, 2017 7:41 PM

To: FUNN, ERICK K (OPR)

Cc: KARISCH, RODOLFO; COUREY, MARC BENNETT (OCC)
Subject: Urgent - "ALT_Account"” case

Erick-

(b) (5), (b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

16
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(b) (6), (b) (7)(C)

From: FUNN, ERICK K (OPR)

Sent: Friday, April 07, 2017 12:12 PM
To: KARISCH, RODOLFO

Cc:

Subject: FW: Urgent - "ALT_Account" case
AC

FYI

Erick

From: COUREY, MARC BENNETT (OCC)

Sent: Friday, April 07, 2017 12:59:21 PM

To: Maher, Joseph;
- AVIAY

(b) (6), (b) (1))

FALK, SCOTT K (OCC); HIGHSMITH, ANNMARIE (OCC);

Subject: RE: Urgent - "ALT_Account" case

b) (5), (b) (6), (b) (7)(C)

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
B 6). b) (CIRI®) 6). &) (OCff (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: Maher, Joseph
Sent: Friday, April 7, 2017 11:30 AM
To: COUREY, MARC BENNETT (OCC)

Cc: FUNN, ERICK K (OPR)

HIGHSMITH, ANNMARIE (OCC)

FALK, SCOTT K (OCC)

Subject: RE: Urgent - "ALT_Account" case

Thanks very much, Bennett.

21
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From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 7, 2017 11:21 AM

(b) (6), (b) (/)(C)

Cc: FUNN, ERICK K (OPR) Maher, Joseph

HIGHSMITH, ANNMARIE (OCC)

Subject: RE: Urgent - "ALT_Account" case

FALK, SCOTT K (OCC)

Please do not hesitate to call to discuss. Thanks

again.
Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
TIRIGHOIUIS) c RICHQIVE FOIGCHOINI®

** Attorney Work Product / Attorney-Client Privileged **

From: COUREY, MARC BENNETT (OCC)

Sent: Thursday, April 06, 2017 8:14:38 PM
To:
Cc: FUNN, ERICK K (OPR); Maher, Joseph; FALK, SCOTT K (OCC); HIGHSMITH,
ANNMARIE (OCC);
Subject: RE: Urgent - "ALT_Account" case

Thank you, (b) (5), (b) (6), (b) (7)(C) I'm available to discuss any time.

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations)
) (6). 6) (7)CYPY®) 6). () O (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

e (b) (6), (b) (7)(C)

Sent: Thursday, April 06, 2017 8:08:06 PM
To:
Cc: COUREY, MARC BENNETT (OCC); FUNN, ERICK K (OPR)
Subject: FW: Urgent - "ALT_Account” case

(b) (6). (b) (7)(C)
(b) (5)

(b) (6). (b) (7)(C)

From: COUREY, MARC BENNETT (OCC)
Sent: Friday, April 07, 2017 1:00:51 AM

To: FUNN, ERICK K (OPR); [N

22
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Cc: KARISCH, RODOLFO; FALK, SCOTT K (0cc); HIGHSMITH, ANNMARIE (ocC); [(BISHDINISINNEEE

Subject: RE: Urgent - "ALT_Account” case

(b) (5), (b) (6), (b) (7)(C)

Bennett Courey

CBP Associate Chief Counse areement and Operations
) 6). (b) NCAF® ©): ) (N (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: COUREY, MARC BENNETT (OCC)
Sent: Thursday, April 06, 2017 7:51 PM

ce: (b) (b), (D) (/)(L) FALK, SCOTT K (OCC (D) (b), (D) (7))
HIGHSMITH, ANNMARIE (OCC)

Subject: RE: Urgent - "ALT_Account" case

Feel free to call my cell to discuss. Thanks.

Bennett Courey

CBP Associate Chief Counsel (Enforcement and Operations
i (b) (6), (b) (7T)(C)R®) (6). (b) (NC) (b) (6), (b) (7)(C)

** Attorney Work Product / Attorney-Client Privileged **

From: FUNN, ERICK K (OPR)
Sent: Thursdav, April O 0 47 PM
(b) (6), (b) (7)(C)

Cc: KARISCH, RODOLFO

Subject: RE: Urgent - "ALT_Account" case

S (b) (6), (b) (7)(C)

COUREY, MARC BENNETT (OCC)
Sent: Thursday, April 06, 2017 7:40:55 PM

(0) (5)

Cc: KARISCH, RODOLFO; COUREY, MARC BENNETT (OCC)
Subject: Urgent - "ALT_Account" case

Erick-

(b) (5), (b) (6), (b) (7)(C)

23
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(b) (5), (b) (6), (b) (7)(C)




From: FUNN, ERICK K (OPR)

Sent: Fridav, _April 07, 2017 2:16 PM
To: (b) (6), (b) (7)(C)

Subject: RE: Urgent - "ALT_Account" case

Perfect. Thanks.

From: (b) (6), (b) (7)(C)

Sent: Friday, April 7, 2017 3:15 PM

To: FUNN, ERICK K (OPR)

Subject: RE: Urgent - "ALT_Account" case

Erick,

Best Regards,

(b) (6), (b) (7)(C)

Assistant Special Agent in Charge

(0) (6), (0) (7)(C) Washington Office
QIONOXQI® \Miami Office
(b) (6), (b) (7)(C)SSIMEL:

QIONOIVI®) Miami Lab

(b) (6), (b) (7)(C)

U.S. Customs & Border Protection

Office of Professional Resionsibiliti

(b) (6), (b) (7)(C)

From: FUNN, ERICK K (OPR)
Sent: Friday, April 07,2017 12:18 PM

(b) (6), (b) (7)(C)

WIORVIOI®)

Subject: FW: Urgent - "ALT_Account" case
Importance: High

(b) (6), (b) (7)(C)

For immediate action.

593
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Erick

From: FUNN, ERICK K (OPR)
Sent: Friday, April 7, 2017 12:17 PM

To: (b) (6), (b) (7)(C)

Subject: RE: Urgent - "ALT_Account" case

(b) (6), (b) (7)(C)

Attached are several documents which should be what you need. The executive summary is a good place to
start as it captures OPR’s involvement and actions in the case. The other documents are listed below. Will get

with (b) (6), (b) (7)(C) to ensure you get all of the case related documents. We will burn them

onto a CD and deliver them to you.

Executive Summary

First email dump from @alt_uscis — 1 — 50

@alt_uscis screenshots

Twitter lawsuit

Copy of faxed Twitter summons

Email from CBP Chief of Staff to AC Rudy Karisch initiating investigation.

oo wdE

Erick

From: (b) (6)1 (b) (7)(C)

Sent: Friday, April 7, 2017 9:49 AM

Subject: FW: Urgent - "ALT_Account" case
Good Morning Erick,

Would you provide an estimate with regard to when we can have a case report on this investigation. Please
include all investigative reports. We want to know what investigative steps have been taken and what
information (including classifications) was posted to the Twitter account which ultimately lead OPR to issue
this summons.

Thanks,

Deputy Assistant Inspector General - Investigations
Department of Homeland Security

Office of Inspector General

Washington, D.C.

LYt (b) (6), (b) (7)(C)
Cellular JOIOROIV(®)

594
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s (b) (6), (b) (7)(C)

Sent: Thursday, April 06, 2017 7:41 PM

To: FUNN, ERICK K (OPR)

Cc: KARISCH, RODOLFO; COUREY, MARC BENNETT (OCC)
Subject: Urgent - "ALT_Account" case

(b) (6), (b) (7)(C)

(0) (5), (b) (6), (b) (7)(C)

(b) (6), (b) (7(C)

595
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(b) (7)(E)

(b) (7)(E) D (b) (N)(E)

a
i) Amoachi & Johnson
L] Jatherat @ALT U
(5]
Bl Amoachi & )
[
a

o

(b) (1)(E)

The Border Patrol Emails:

fﬁ\ .QL'. I'\\.-"T-g-a'.-c-\ - ) - An Update

“ (b) (7)(E) '

CBP FOIA 001189



(0) (7)(E)

(b) ()(E) _ Mark Adrch

Mark Aldrich .. e Border Patrol Rl An Updat ark 4
T Thee et Patrol Blile: An Update’ by Mark Aldrich @ALT_USCS.. Mepsy/Looy .
he write writ of the i Twitte

a

Mark Aldrich
- rider Patro! ERRIE

a

Bl Amoachi & Johnson
-~ " . @A

Bl are fak
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a
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L A "
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Bl are bogus. Keep v

a
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a

ALTI Immigration
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Mark Mdnth
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el

a
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a
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a
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a
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(0) (7)(E)

(b) (7)(E)

ﬁ ALTD Immigration

& Tammy Guerrera

a

Bl  Amoachi & Johnson
L ’

il g

g ALTO Immigration

B Border Patrol B
ﬁ Mark Aldrich
a
Mark Aldrich
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a
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Debble Nathan
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SETH P. WAXMAN (pro hac vice pending)
seth.waxman@wilmerhale.com

PATRICK J. CAROME (pro hac vice pending)

patrick.carome@wilmerhale.com
ARI HOLTZBLATT (pro hac vice pending)
ari.holtzblatt@wilmerhale.com
WILMER CUTLER PICKERING
HALE AND DORR LLP
1875 Pennsylvania Avenue, NW
Washington, D.C. 20006
Telephone: (202) 663-6000
Facsimile: (202) 663-6363

MARK D. FLANAGAN (CA SBN 130303)
mark.flanagan@wilmerhale.com
WILMER CUTLER PICKERING
HALE AND DORR LLP
950 Page Mill Road
Palo Alto, California 94304
Telephone: (650) 858-6000
Facsimile: (650) 858-6100

Attorneys for Plaintiff
TWITTER, INC.

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

TWITTER, INC.,
Plaintiff,
V.

U.S. DEPARTMENT OF HOMELAND
SECURITY; U.S. CUSTOMS AND
BORDER PROTECTION; JOHN F. KELLY,
in his official capacity as Secretary of
Homeland Security; KEVIN K.
MCALEENAN, in his official capacity as
Acting Commissioner, U.S. Customs and
Border Protection; STEPHEN P. CARUSO,
in his official capacity as Special Agent In
Charge, U.S. Customs and Border Protection;
and ADAM HOFFMAN, in his official
capacity as Special Agent, U.S. Customs and
Border Protection,

Defendants.

Case No.

COMPLAINT

Plaintiff Twitter, Inc. (“Twitter”), by and through its attorneys, hereby alleges:

INTRODUCTION

1. This is an action to prevent the U.S. Department of Homeland Security (“DHS”),

U.S. Customs and Border Protection (“CBP”), and the individual Defendants from unlawfully

abusing a limited-purpose investigatory tool to try to unmask the real identity of one or more

persons who have been using Twitter’s social media platform, and specifically a Twitter account

cePGompdaind
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named @ALT_USCIS, to express public criticism of the Department and the current
Administration. The rights of free speech afforded Twitter’s users and Twitter itself under the
First Amendment of the U.S. Constitution include a right to disseminate such anonymous or
pseudonymous political speech. In these circumstances, Defendants may not compel Twitter to
disclose information regarding the real identities of these users without first demonstrating that
some criminal or civil offense has been committed, that unmasking the users’ identity is the least
restrictive means for investigating that offense, that the demand for this information is not
motivated by a desire to suppress free speech, and that the interests of pursuing that investigation
outweigh the important First Amendment rights of Twitter and its users. But Defendants have
not come close to making any of those showings. And even if Defendants could otherwise
demonstrate an appropriate basis for impairing the First Amendment interests of Twitter and its
users, they certainly may not do so using the particular investigatory tool employed here—which
Congress authorized solely to ensure compliance with federal laws concerning imported
merchandise—because it is apparent that whatever investigation Defendants are conducting here
does not pertain to imported merchandise.

2. In the days and weeks following the inauguration of President Donald J. Trump, a
new and innovative class of American speakers emerged on Twitter’s ubiquitous online
platform: speakers who purport to be current or former employees of federal agencies, or others
with special insights about the agencies, who provide views and commentary that is often
vigorously opposed, resistant, or “alternative” to the official actions and policies of the new
Administration. Typically, these so-called “alternative agency” accounts are named and self-
described by their users in a manner that both (a) identifies the particular federal agency that the
user seeks primarily to criticize and with which the user purports to have significant knowledge,
and (b) proclaims that the user is not an official voice or spokesperson for the agency. Examples
of these accounts include @alt_labor, which purports to provide informed but unofficial
commentary on the U.S. Department Labor, and @blm_alt, which does the same for the federal
Bureau of Land Management. Dozens of such accounts have sprung up, and many of them are

actively used to disseminate criticism of the Administration and its policies. Many of these

2 cerPGompdaind
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accounts have attracted large audiences of other Twitter users (“followers™), often numbering in
the tens of thousands or more.

3. Like many Twitter users, those who speak through these “alternative agency”
accounts do so pseudonymously, often going to considerable lengths to avoid disclosing their
real identities. The motivations these users have for preserving their anonymity presumably
include a desire to speak freely and without the fear of negative consequences that may flow
from being identified as the source of controversial views and commentary concerning the
Administration and its agencies. Such fears are likely to be especially great for users of
“alternative agency” accounts who are currently employed by the very agency that is a principal
target of the commentary, in light of the retaliation, harassment, or even loss of livelihood that
might occur if their real identities became known to their superiors.

4, One such “alternative agency” account is @ALT_USCIS. Like other accounts of
this sort, @ALT_USCIS claims to be run by one or more current government employees—in this
case, employees of the United States Citizenship and Immigration Services (“USCIS”), a unit
within the Defendant DHS. And as with other such accounts, the person or persons who
established and speak through @ALT_USCIS have identified themselves only by means of this
pseudonymous account name. To the best of Twitter’s knowledge, they have not disclosed their
real identities in any of their public communications through this account.

5. In the just over two months since it was created, @ALT_USCIS has frequently
criticized the immigration policies of the new Administration, highlighted what the user views as
a history of waste and mismanagement within USCIS and DHS, and publicized facts that the
account’s users portray as casting doubt on Administration policies.

6. The Defendants are now threatening the anonymity of the person(s) speaking
through the @ALT_USCIS account. Specifically, on March 14, 2017, they issued and delivered
to Twitter an administrative summons (the “CBP Summons”) demanding that Twitter provide
them records that would unmask, or likely lead to unmasking, the identity of the person(s)

responsible for the @ALT_USCIS account. The summons was issued by a Special Agent in

3 cePGompdaint
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Charge within U.S. Customs and Border Protection, another unit of DHS. The CBP Summons is
unlawful and must be enjoined for two reasons.

7. First, the sole statutory authority CBP invoked in issuing the summons—19
U.S.C. § 1509—authorizes the agency to compel production of only a narrow class of records
relating to the importation of merchandise. But CBP’s investigation of the @ALT_USCIS
account plainly has nothing whatsoever to do with the importation of merchandise into the
United States. Section 1509 thus provides CBP no power to compel Twitter to reveal
information pertaining to the identity of the individual(s) behind the @ALT_USCIS account.

8. Second, permitting CBP to pierce the pseudonym of the @ALT_USCIS account
would have a grave chilling effect on the speech of that account in particular and on the many
other “alternative agency” accounts that have been created to voice dissent to government
policies. The Supreme Court has long recognized the extraordinary value of the kind of speech
emanating from these accounts—pure political speech criticizing government policies and
highlighting government waste and mismanagement. And the Court has likewise recognized that
anonymity is often essential to fostering such political speech where, as here, the speaker could
face retaliation or retribution if his or her real identity were linked to the speech. In this context,
the CBP Summons must be declared unlawful and enjoined absent an evidentiary showing by
Defendants that some criminal or civil offense has been committed, that unmasking the users’
identity is the least restrictive means for investigating that offense, that the demand for this
information is not motivated by a desire to suppress free speech, and that the interests of
pursuing that investigation outweigh the important free speech rights of Twitter and its users.
Defendants have not even attempted to meet that burden.

0. For these and other reasons discussed below, Twitter respectfully requests that
this Court declare the summons unlawful and enjoin its enforcement.

JURISDICTION AND VENUE

10.  This Court has jurisdiction under 28 U.S.C. § 1331 because this action arises

under the First Amendment to the U.S. Constitution, the Administrative Procedure Act (“APA”),

the Tariff Act of 1930, as amended, and other Federal statutes.

4 cerPGompdaing
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11. This Court is authorized to award the requested declaratory and injunctive relief
under the Declaratory Judgment Act, 28 U.S.C. 88 2201-2202 and the APA, 5 U.S.C. § 706.

12.  Venue is proper in this district pursuant to 28 U.S.C. 8 1391(b)(2) and (e)(1). A
substantial part of the events giving rise to this claim occurred in this District, and each
Defendant is an officer or agency of the United States sued in his or its official capacity.

PARTIES

13. Twitter is a Delaware corporation with its principal place of business at 1355
Market Street, San Francisco, CA 94103. Twitter operates a global platform for self-expression
and communication, with the mission of giving everyone the power to create and share ideas and
information instantly. Twitter’s more than 300 million active monthly users use the platform to
connect with others, express ideas, and discover new information. Hundreds of millions of short
messages (known as “Tweets”) are posted on Twitter every day. Twitter provides these services
at no charge to its users.

14, The U.S. Department of Homeland Security is a cabinet department of the United
States federal government. Its stated missions include antiterrorism, border security,
immigrations and customs, and disaster prevention and management.

15. The U.S. Customs and Border Protection is an agency within DHS. It is
responsible for managing and controlling the border of the United States, including with respect
to import customs, immigration, border security, and agricultural protection.

16.  John F. Kelly is the Secretary of DHS. He is sued in his official capacity.

17. Kevin K. McAleenan is the Acting Commissioner of CBP. He is sued in his
official capacity.

18.  Stephen P. Caruso is a special agent in charge within CBP. He is sued in his
official capacity.

19.  Adam Hoffman is a special agent within the Office of Professional Responsibility

of CBP. He is sued in his official capacity.
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FACTUAL BACKGROUND

The Emergence And Popularity Of “Alternative Agency” Accounts On The Twitter Platform

20. President Donald J. Trump was inaugurated on January 20, 2017. That day the
official Twitter account of the National Park Service retweeted an image comparing the crowd
size at President Trump’s inauguration to the apparently larger crowd size at President Obama’s
2009 inauguration.

21.  Asthe public began to remark on the agency’s retweet, the National Park Service
abruptly shut down its own account and sent an internal email to agency employees explaining
that “[a]ll bureaus and the department have been directed by [the] incoming administration to
shut down Twitter platforms immediately until further notice.” And President Trump called the
acting director of the National Park Service to complain about the agency retweeting an
unflattering comparison of his inaugural crowd size. The day after the inauguration, the Park
Service reactivated its official account and Tweeted an apology for “the mistaken [retweets]
from our account yesterday.”*

22. Four days after the inauguration, on January 24, 2017, the official Twitter account

for Badlands National Park began to Tweet a series of statements about climate change from the

@BadlandsNPS account.

= Badlands Nat'l Park 9+ Follow

o T

Today, the amount of carbon dioxide in the
atmosphere is higher than at any time in the last
650,000 years. #climate

0251 1173 DBIERAESSTE

! Lisa Rein, Interior Department Reactivates Twitter Accounts After Shutdown Following
Inauguration, WASH. PosT (Jan. 21, 2017), https://www.washingtonpost.com/news/powerpost
/wp/2017/01/20/interior-department-banned-from-twitter-after-retweet-of-smaller-than-usual-
trump-inauguration-crowd/?utm_term=.4e6d99996772.
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23. Press reports described the @BadlandsNPS account as having gone “rogue,” and
the National Park Service explained that a former employee who still had access to the
@BadlandsNPS account had been responsible for the Tweets. The Park Service quickly
removed the unauthorized Tweets and blocked the former employee’s access.

24. Shortly thereafter, a new wave of Twitter accounts began to appear on the
Twitter platform: self-identified as expressing “alternative” ideas, views, and information about
a particular federal agency. Although seemingly inspired by the National Park Service’s
inauguration day Tweet or by the short-lived takeover of the @BadlandsNPS account, these new
alternative agency accounts were not “official” accounts of any government agency. Instead,
they operated under names such as @blm_alt, @alt_labor, and @RogueEPAstaff. Within
weeks, dozens of such accounts had been created, many attracting tens of thousands of followers
or more. In some cases, multiple alternative agency accounts appeared for a single agency.

25.  While some of these alternative agency accounts appear to be run by former
federal employees or activists with no connection to the government, many of the accounts
claim, through their user-created account descriptions or the content of their Tweets, to be
administered by individuals who are currently employed by the federal agency after which the
account is named.

26. These self-designated alternative agency accounts have tended to challenge views
of the Administration and its policies, often (but not always) focusing on the policies of the
particular agency for which the account was named. The styles of expression emanating from

these accounts vary greatly.
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Some accounts appear to equate the simple act of broadcasting facts as an

expression of dissent.

_-(is | Rogue NOAA 2+ Follow
B @RogueNOAA

El Nifio event or not... This amount of warming
is not normal #climatechange
go.usa.gov/x9yMe

Earth’s surface temperature, 1880-2016 2015

strong El Nifo year =

1.5 1998

strong El Nifio year ¢

1
1939-41
record warm
0.5 3 years in a row «

"WYY Ty FL e

| I - he last year 3 years in a row
Earth was ler than

20th-century average

0

0.5

difference from average temperature ('F})

1885 1895 1905 1915 1925 1935 1945 1955 1965 1975 1985 1995 2005 2015

The accounts often have expressed disagreement with specific policies of the

official agency.

#==, Rogue EPA Staff @RogueEPAstaff - Mar 13
K% Great way to win voters - give more of their kids asthma due to dirty
school buses

Sammy Roth & @Sammy_Roth

Another EPA program on the chopping block: Grants to slash pollution from
old diesel engines: eenews.net/greenwire/2017 .. #airpollution

p— Alternative CDC @Al CDC - Jan 25
U8 T, mere existence of a "Vaccine Review Committee” would represent

a serious threat to global public health.

B David Juurlink @DavidJuurlink
L am == Let's not forget Donald Trump's comments about vaccines
and autism. Read @drflanders

- kindercarepediatrics.ca/immunizations/. ..
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29. One of the many Tweets from the @alt_labor account publicized a letter signed
by 600 current and former Labor Department employees opposing the confirmation of the

President’s nominee for Labor Secretary, Andrew Puzder.

Alt_Dept. of Labor %+ Follow
@alt_labor -

Update on the DOL employee letter on Puzder:
Obviously wasn't sent but had 600 signatures
split b/t current and former employees #resist

0 59 ORSEBIEE M

3:56 AM - 17 Feb 2017

30. Like many online platforms, Twitter’s platform offers users the choice between
speaking in a self-identifying manner (for example, by selecting a user name that matches or is
similar to the user’s real name) or pseudonymously (through an account that has a user name and
user description that do not disclose the speaker’s real identity).

31. Pseudonymity of the speaker(s) is a defining feature of the alternative agency
accounts that have recently emerged on the Twitter platform. While the persons who establish
and use these accounts sometimes provide highly general descriptions of themselves (for
example, by stating in the account’s biography that the user or users work or previously worked
for a particular agency), they typically refrain from revealing their real names. The users appear
to view and depend on preservation of their anonymity as crucial to their ability to express
information and ideas that are contrary to the policies and objectives of the Administration and
its agencies. Preserving anonymity appears to be especially important for users of these
alternative agency accounts who are current federal employees, given the risk that such users
could face retaliation, sanctions, or other negative repercussions from their federal employer if

they were identified as the source of criticism of their agency.?

2 Alleen Brown, Rogue Twitter Accounts Fight To Preserve The Voice Of Government Science,
THE INTERCEPT (Mar. 11, 2017), https://theintercept.com/2017/03/11/rogue-twitter-accounts-
fight-to-preserve-the-voice-of-government-science (reporting that several “alternative agency”
accounts are administered by current agency employees and that those employees wish to
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The @ALT USCIS Twitter Account

32.  This case concerns one particular alternative agency account that, like many
others, was created in late January 2017: @ALT_USCIS.

33.  As of the time Twitter received the CBP Summons, the public, user-provided
description of the @ALT_USCIS account described its user or users as “[o]fficial inside
resistance.” As of then and now, the account description prominently declares that the account is
“[n]ot [expressing] the views of DHS or USCIS.” The account’s profile image plays off
USCIS’s official logo (displayed side-by-side below), further indicating a correspondence or
relationship to the agency, albeit one that is unofficial, ideologically or politically averse, and/or
“rogue.”® Tweets from this account use hashtags such as “#altgov,” expressly self-identifying as

part of the broader alternative agency movement.

34. On several occasions, Tweets from the @ALT_USCIS account have claimed that
the person speaking through the account is a current federal employee of the United States
Citizenship and Immigration Services (USCIS), an entity that reportedly has 19,000 employees
and contractors. But beyond purporting to identify his or her employer, the person(s) using the
account have chosen to remain pseudonymous.

35. In two months of existence, the @ALT_USCIS account has attracted over 32,000

followers and has issued thousands of Tweets.

preserve their anonymity “out of fear of workplace retaliation and pressure to shut down their
accounts”).

3 The accountholder reworked the account’s description and profile image at some point after
Twitter received the CBP Summons. The profile image displayed above is as it was when the
summons was received.
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36.  The @ALT_USCIS account has expressed dissent in a range of different ways.
One of the account’s first Tweets asserted a fact about illegal immigration in the United States

that the author apparently believed cast doubt on the Administration’s immigration policy.

iﬂﬁ ALTES Immigration - Follow
4\ @ALT USCIS

Fact: more than 40% of illegal aliens in the US
are Visa overstays from other developed
countries not sounding like MEXICO.
#TheResistance

12 18 Ri=mi@BER0

6:06 PM - 26 Jan 2017

37.  The @ALT_USCIS account has often criticized immigration policies with which
the speaker apparently disagrees. The account was created on nearly the same day that the
President issued his original immigration Executive Order. Tweets from the account have
repeatedly criticized the Order—often referring to it as the “#MuslimBan.” Other Tweets have
taken aim at the President’s proposal to build a wall along the U.S.-Mexico border. For example,
on March 11, 2017, the account used news that a fence-jumper had trespassed onto the White

House grounds to argue that the Administration’s proposed border fence will be ineffective.

#  ALTE immigration [
AN GALT USCIS

I1/4 mile long wall/fence heavily guarded with
secret service, sensors and cameras can be
jumped over.Mexico wall will be just as
effective

;E(;:.-EE'S ;Ig_; mﬁt, 38 [ U E - ﬁ el " :

9:18 AM - 11 Mar 2017

38.  Tweets from the @ALT_USCIS account have also purported to shine a light on
historical and recent mismanagement at USCIS. For example, on March 12—two days before

issuance of the CBP Summons challenged in this suit—a series of Tweets from the account
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decried what the author described as waste, inefficiency, and poor management in the agency’s
attempts to set up a new automated system for processing immigration applications.

e, ALTES Immigration @ALT USCIS - Mar 12

'ﬁl USCIS was proposed a system based on solid banking software to

~ filing, adjudication, updates, double ended for pet and USCIS. Shot
down.

e, ALTEH Immigration @ALT USCIS - Mar 12

'ﬁ3 USCIS turns down regularly private companies who propose
collaboration to streamline the intake process, reducing costs and
processing time.

e, ALTEH Immigration @ALT USCIS - Mar 12

'ﬁj Each year, on average, 70,000 instances when USCIS loses your
green card, your GC processing paperwork or mails it to wrong
address

P ALT Immigration @ALT_USCIS - Mar 12
'ﬁ:' USCIS used on average 900 tons of paper per year, or 12000 trees.
Wonder if there was a way in the future to eliminate paper forms...

39. The account has regularly leveled criticism at U.S. Customs and Border

Protection—the agency that issued the summons challenged by this lawsuit.
ﬂ -"-LTEFlmml?rﬂﬂan 2~ Follow

We reported similar tactics in LAX, CBP agents
walking public area of terminals approaching
brown people mentioning they look like a
suspect

Ladylibertyapproves [@odslevin
EALT_USCIS cbp agents wandering in ATL airport domestic terminal

a7 28 i E=E00Rw

40.  The account has also frequently tweeted disagreement with the current

Administration’s policies on subjects other than immigration—expressing opposition to efforts in
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Congress to repeal the Affordable Care Act and urging Democrats to resist confirmation of
Supreme Court nominee Neil Gorsuch, among many other issues.

41. Occasionally, the account has highlighted USCIS or DHS policies that the speaker
appears to support. For example, the day DHS Secretary Kelly announced that the Department
would continue to exempt from removal individuals covered by the prior Administration’s

Deferred Action for Childhood Arrivals policy (DACA), the account issued the following Tweet.

rﬂl ALTES Immigration

‘ . 2+ Follow
M @ALT_USCIS

BREAKING: DACA will not be touched this
year. New email within USCIS. DACA
unchanged and no immediate plans to make
changes. #daca

7:25 AM - 21 Feb 2017

U.S. Customs And Border Protection Orders Twitter To Produce
Records That Would Strip The @ALT USCIS Account Of Anonymity

42.  On March 14, 2017, Defendant Adam Hoffman, an agent within U.S. Customs

and Border Protection, transmitted to Twitter by fax a summons, ordering Twitter to produce
certain records pertaining to the @ALT_USCIS account. The CBP Summons invoked as
authority 19 U.S.C. § 1509. It was signed by Defendant Stephen P. Caruso, a CBP Special
Agent in Charge based in Miramar, Florida. A true and accurate copy of the CBP Summons, in
the form it was received by Twitter, is attached as Exhibit A.

43.  The CBP Summons states that Twitter is “required” to “produce[] for inspection”
“[a]ll records regarding the [T]witter account @ALT_USCIS to include, User names, account
login, phone numbers, mailing addresses, and 1.P. addresses.” The purpose of this request
appears to be, and the effect of Twitter’s complying with it likely would be, to enable or help to
enable Defendants to pierce t